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00000SignnD 000000000000 DOO00ODO0O0D0O0O0O0O0O0OO0OOO

5. 0000000000OName O0hogeoU DD DOOD M OOOOOODOOODOUOOOUODOOOODOOOOO
Name OO hogeoD 00O O0O0O0OO0ODOOODOOOOOODOOODOOODOOOUODDODODDODOODOOO
ooo

6. J000000C00DOCOO0O0O0DOOCO0ODOOOOONameOO’OR’I’="1000000MOODOO
0o00ooooo0ooooDoooooo sSo00o000ooooooooooooooooooooagn
SQLODOODOoOoODOoOoDoOoDoOoOoOOO

7. 000000000000 Name 00O <script>alert(’XSS”)</script>0 0 0 0000 000O00O0OO0OO
o00o0oooUoUoUoUoUoUoooUoooUooooOoUooooOOOOOOODODODDOODDODOODODO XSS
000DO0o00o0ooooommoKoDOoDoooooobooboooooooooon

. 00000000000 D0O0U00OD00ODODNOOOOOhttp://ysato.net/exploit_site/logout.
php 00000000000 OOOOOOOOOOOOOOOOOOOOOOOOODOOOUOOOOOOO
000D00000oo0oooooooooono CSRFOoDooooood

9. SSHOUOUOUOUOOOOOOUOOOOOOOOODO (192.168.2253)0 SSHOOODOOOOOOOOrootO O
00000000OOcentos00O00OOSSHOOOOOODODOOODODOO tail /var/log/snort/alert0 0 0 0 O O
O000000 WebOOOoooooo IPSOOOOOOOOOOOOOOOOOOO

6.2 OD0OOO

00000000000 0o00ooooo0ooooo0ooo0oooDoooo0o0ooooD 900O0ooooOon
oooooOo0oooOoOobOoO0 oooboooooooOooDbboOooboooo
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09 0D00000oooo00o0o

od goooggao

(ON) Windows 10 Pro (OS 0 0 O 10586.104)
oooo Microsoft Edge 25.10586.0.0
SSHOOOOOO | Tera Term Version 4.79

010 DOoo0oO0oOoooooooooo

od ooo
IPOO0ODO0O 192.168.0.90
00000000000 | 192.168.0.2
DNSOOO 192.168.2.2

6.3 0O0OO

http://ysato.net/exploit_site/ 00 0000000000000 O0O0O0O0C 50000000Named
0 hogeol Password D DhogeD D OO0 00000000000 O00ODOO0OO0O0OG60000

B exploit site - 071>~ X IS8 X

- o
PN O ‘ ysaonet * ‘ = / A‘} B exploit site - A1 X B8 — (] X
“ >0 ‘ ysato.net w ‘ = |4 (@) oo
MEss o b r5c%
Web? I U~ 3 S ORI CEBYA R CT. e
COR—TTCIFREREMTIAET .
oJ1>
=BEIRR

Name
Name

w3

Password

0 5 http://ysato.net/exploit_site/ 0000
gooooooo

06 0OO0OD0OOO0OOO

0s5000000000000D0D0000O00000000000O0O0O000OO00O00000000000O

ooopoocoennpOoOOO
O6000000000Name O0hogeoD 0D IDOOOOOOOOOOODO70000000Name 00’ OR

r="1000000000000000 80000
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B exploit site - BHEER X 4 = o X B exploit site - RFEER X |+ = o X
& > O | ystonetexphit site/searchphp *| =% & - & > O | ystoneterplot site/searchphp *| =% o -
= =
EEN TS HRERHIER
hogeo DRFHERT Y. 'OR"'="1 DIRFHERTT .
D Name Telephone D Name Telephone
1 hogeo 1001 1 hogeo 1001
2 pugeo 1012
3 taro 1008
4 fooko 1003
5 barko 1005
07 hogeoOOODODO 08 "OR’I'="100000O

07000000000000C00000000O0O8DOOOSQLOO0UDODODDODOOOOOOoOOoUoooO
ooo

06000000000Name OO0 <script>alert("XSS”)</script>0 0 0000000000000 90000
000000000 http://ysato.net/exploit_site/logout.php 0000000000 60000000
ooooooooooobo oooood

N . B exploit site - 071> X IS = o X
SRR E= S Q) ‘ ysato.net/exploit site Pig | = Z & -
XSS
M35 -1 b
Web7 TUT—2 3 > OfSMEHRBR CE YA RN TT.
el
Name
Password
0 9 <script>alert("XSS”)</script>0 0000 010 0oooooooo

09000XSSOOOOOOoDoooooooo0oO00 1I0000CSRFOOOO0O0OoOoooooooao
0000000000 tail fvar/log/snort/alert 0 0 0000000000000 10000

000 1 tail/var/log/snort/alert 00 0O OO

[root@rpi2 ~“]# tail /var/log/snort/alert

01/02-12:22:49.219971 [**] [1:1000027:1] HTTP/80 Rule [**] [Priority: 0] {TCP}
192.168.0.90:62079 -> 192.168.2.4:80

01/02-12:23:02.900935 [**] [1:1000027:1] HTTP/80 Rule [**] [Priority: 0] {TCP}
192.168.0.90:62129 -> 192.168.2.4:80

01/02-12:23:02.926768 [**] [1:1000027:1] HTTP/8® Rule [**] [Priority: 0] {TCP}
192.168.0.90:62130 -> 192.168.2.4:80

01/02-12:23:03.000959 [**] [1:1000027:1] HTTP/8® Rule [**] [Priority: 0] {TCP}
192.168.0.90:62132 -> 192.168.2.4:80

01/02-12:23:16.665513 [**] [1:1000027:1] HTTP/8® Rule [**] [Priority: 0] {TCP}
192.168.0.90:62180 -> 192.168.2.4:80

01/02-12:23:21.485153 [**] [1:1000027:1] HTTP/80 Rule [**] [Priority: 0] {TCP}
192.168.0.90:62191 -> 192.168.2.4:80
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01/02-12:25:36.819134 [**] [1:1000027:1] HTTP/80 Rule [**] [Priority: 0] {TCP}
192.168.0.90:62298 -> 192.168.2.4:80

01/02-12:25:44.667996 [**] [1:1000027:1] HTTP/80 Rule [**] [Priority: 0] {TCP}
192.168.0.90:62306 -> 192.168.2.4:80

01/02-12:25:58.381064 [**] [1:1000027:1] HTTP/80 Rule [**] [Priority: 0] {TCP}
192.168.0.90:62328 -> 192.168.2.4:80

01/02-12:26:02.218114 [**] [1:1000027:1] HTTP/80 Rule [**] [Priority: 0] {TCP}
192.168.0.90:62334 -> 192.168.2.4:80

oo00 100010200 120 20000 192.168.09000 192.1682400 HTTPOOOOOOOOOODO
ooooo

/7 O0ogno

gogooobobooooooooobboooooobbobboooooobbbboooobbbbboooooD
O0000oooooooooowebOOOODOOOOO0OO0OOOOOOOOODDOOOOOOOODODOOOOO
goboobboobo

ooooooompPSO00oooooooooogododSnort 000000000 ODODOOOOOOO0OOO
ooooobooobooboobooboboboooobooboobooboboboboboboobDOooDbOoboOoo
gogooboooobooobboobboobobuooobooobboobbooobboobboobLbbooo
SIEMOOOOOOOSnort 0O0O00OO0OO0ODOOOOOCOOOOODOODOODOOODOOOODOODOODOO
gooooboobbooooboobobboooooobboboooooobbbbooooobbbbbooooobboo
gboboooooood

oo

(1100000000000 00000000000D00000, https://www.ipa.go.jp/security/fy18/
reports/contents/enterprise/1.pdf (O O 2016-02-23).
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O0O0A O0D00OOO0ODOoOoOd

gobooobooooooooobooooobooooono

A1 CentOS7O0OO0ODODODODO

0 O ORaspberry Pi2 00 CentOS7 O 00O 0O (CentOS-Userland-7-armv7hl-Minimal-1511-RaspberryPi2.img.xz)
O http://mirror.centos.org/altarch/7/isos/armhfp/ 0000000000 O0OO0OOOOOOOOOO
0000000000000 000000MicroSDOODO00O0OOOOOOOOOODOOODOORaspberry Pi2
Model BO MicroSDOOODOOO0O0CentOS70 000000000000 DCO0O0O0OOOreot0 000000
O00000000OOcentosDOOO0O

A2 O0O0OODOODOO

0000000000000 0D0000 rootfs-repartition 0000 00000000000

[root@rpi2 ~]# touch /.rootfs-repartition
[root@rpi2 “]# reboot

0oooOodf0000d0ooo0d0boodoooogooooooogooooo

[root@rpi2 "]# df -H

Filesystem Size Used Avail Use% Mounted on
/dev/root 31G  692M 29G 3% /

devtmpfs 482M 0 482M 0% /dev

tmpfs 486M 0O 486M 0% /dev/shm

tmpfs 486M 6.4M 480M 2% /run

tmpfs 486M ® 486M 0% /sys/fs/cgroup
/dev/mmcblkOpl 315M 67M 248M 22% /boot

tmpfs 98M 0 98M 0% /run/user/0

A3 OO0OO0O0OODOODOOOOOO

yymOOOOOOOOODOOOCOOOO0OO0OOOOOCOOO0O0O0O0ODOOOCCOOOOSnortd DAQO ARMyvY
oooboooooboooooboooooooooboooboooooooooDoog

gobooooboocoooooooobobooooooooboooooooooOooOooooooooOoooboOoOoOoon
000000 LANOOOOO Raspberry Pi2Model BO LANOOOOOOOOOOOOOOCOOCOOOOOO
ooooooooogooon

A31 yuymOOO0O0O0oooog
gooooooboooooooobboooooobbobboooooobbboooobbbboboooooDoboD
god

[root@rpi2 ~]# yum update
[root@rpi2 “]# yum groupinstall "Development Tools" --skip-broken
[root@rpi2 “]# yum install httpd mariadb mariadb-server php-mysql bind bind-utils
openldap-servers openldap-clients php-ldap libpcap libpcap-devel pcre pcre-devel
libdnet libdnet-devel libnfnetlink libnfnetlink-devel libmnl libmnl-devel
libnetfilter_queue libnetfilter_queue-devel emacs vim wget ntp maek zlib zlib-devel
java-1.8.0-openjdk java-1.8.0-openjdk-devel perl php ruby
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A32 DAQO SnortO0OOODOOO
DAQD Snort OO OODCOCOODOOOOOCentOS70000000D00D0ODODOOOOOOOOCODAQO Snort
oboobobooooboobooboboboooooog

[root@rpi2 "]# cp -p /usr/share/zoneinfo/Japan /etc/localtime
[root@rpi2 "]# ntpdate ntp.nict.jp

DAQUODO0ODOOOODOOOOO

[root@rpi2 “]# wget https://www.snort.org/downloads/snort/daq-2.0.6.tar.gz
[root@rpi2 “]# tar xvfz daq-2.0.6.tar.gz

[root@rpi2 “]# cd dagq-2.0.6/

[root@rpi2 dag-2.0.6]# ./configure

# DOOO0OO0OO0O0OaG4d
# Build NFQ DAQ module....... 1 yes

[root@rpi2 dag-2.0.6]# make
[root@rpi2 dag-2.0.6]# make install

Snort 00 O0OO0OOOODOODOODO

[root@rpi2 "]# wget https://www.snort.org/downloads/snort/snort-2.9.8.0.tar.gz
[root@rpi2 “]# tar xvfz snort-2.9.8.0.tar.gz

[root@rpi2 "]# cd snort-2.9.8.0/

[root@rpi2 snort-2.9.8.0]# ./configure

[root@rpi2 snort-2.9.8.0]# make

[root@rpi2 snort-2.9.8.0]# make install
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OO0OB DNSOOODOOO

DNSOOOO0000000000000000000

B4 OOOOODO

BINDOOOODOOUO/etc/named.conf 00 0000000000 OOCOODOopntions 00000000 20
OOlogging00DODODO0O0O000O0O

[root@rpi2 “]# vi /etc/named.conf

options {
listen-on port 53 { any; };
// listen-on-v6 port 53 { ::1; };
directory "/var/named";
dump-file "/var/named/data/cache_dump.db";
statistics-file "/var/named/data/named_stats.txt";
memstatistics-file "/var/named/data/named_mem_stats.txt";
allow-query { any; };
recursion yes;

dnssec-enable yes;
dnssec-validation yes;

dnssec-1lookaside auto;

/* Path to ISC DLV key */
bindkeys-file "/etc/named.iscdlv.key";

managed-keys-directory "/var/named/dynamic";

pid-file "/run/named/named.pid";
session-keyfile "/run/named/session.key";

};
logging {
channel default_debug {
file "data/named.run";
severity dynamic;
}s
};

view "external" {
match-clients { any; };
recursion no;
allow-transfer { none; };

zone "." IN {
type hint;
file "named.ca";

};

include "/etc/named.rfc1912.zones";
include "/etc/named.root.key";

zone "ysato.net" {
type master;
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file "ysato.net.wan";
allow-update { none; };

zone "2.168.192.in-addr.arpa" {
type master;
file "2.168.192.in-addr.arpa.db";
allow-update { none; };

B2 0O00OOOOOOO

00000 IpPO0000000000O0O0O0OOOOO /var/named/ysato.netwan 000000

[root@rpi2 "]# vi /var/named/ysato.net.wan

$TTL 86400

@ IN SOA ysato.net. root.ysato.net. (
2015111302 ; serial
3600 ; refresh 1hr
900 ; retry 15min
604800 ; expire 1w
86400 ; min 24hr

)

IN NS dns.ysato.net.
IN A 192.168.2.4

dns IN A 192.168.2.2

ldap IN A 192.168.2.3

WWW IN CNAME ysato.net.

B3 ODO00ODOODODOO

IPOOOO0ODOOCOODCOOODOOOOOOOOOD /var/named/2.168.192.in-addr.arpa.db 000000

[root@rpi2 "]# vi /var/named/2.168.192.in-addr.arpa.db

$TTL 86400

@ IN SOA ysato.net. root.ysato.net. (
2015111303 ; Serial
3600 ; Refresh
900 ; Retry
604800 ; Expire
3600 ) ; Minimum

IN NS dns.ysato.net.
2 IN PTR dns.ysato.net.
3 IN PTR ldap.ysato.net.
4 IN PTR www.ysato.net.
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B4 IPv6e0O0DO

IpvoeO000O0O000OO0OOO/etc/hosts 0 IPv6 0000000000 O0O0O00O00O0O

[root@rpi2 "]# vi /etc/hosts
127.0.0.1 localhost localhost.localdomain localhost4 localhost4.localdomain4
#::1 localhost localhost.localdomain localhost6 localhost6.localdomain6

0 0 0O /ete/sysconfigmamed OO OO OBIND O IPv4 000000000000 O0ODOOOO

[root@rpi2 “]# vi /etc/sysconfig/named
OPTIONS="-4"

BS OD00OO0OODOODOOO

00000 hostsODdns OO0 O0ODODOO0ODOOOODOOOOODOO

[root@rpi2 “]# vi /etc/host.conf
order hosts,bind

000 /ete/nsswitch.conf OO0 OO Ohosts 0000000 O0OOO0DOOOO

[root@rpi2 “]# vi /etc/nsswitch.conf

(quy
#hosts: db files nisplus nis dns
hosts: files dns myhostname

B6 O0O00O0OOOODOOO

DNSOOOOOODODDOODOOO0OO0ODNSODOOOOoooooo

[root@rpi2 ~]# firewall-cmd --add-service=dns
[root@rpi2 “]# firewall-cmd --add-service=dns --permanent

B.7 NICODDO

nmtui 00000000 O NetworkManager 0 0 0 OO OEditaconnection 00000000 NICOOODOO
1100000000000000NetworkManager 100 000000000000
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Profile name
Device

ETHERMET

IPv4 CONFIGURATION <Manual>
Addresses |EM

DNS servers :
<Add...>
Search domains <Add...>

Rout ing (No custom routes) <Edit...>
[ 1 Never use this network for default route

[¥] Require IPv4 addressing for this connection
¥

[Pv6 CONFIGURATION <Iegnore>

[X] Automatical ly connect
[X] Available to all users

<Cancel> <0K>

011 NICOOO

B.8 BINDO OO

BINDOOOOOODODODOODODODODOO BINDODODOODOODODOOODODOO

[root@rpi2
[root@rpi2

“]# systemctl start named
“]# systemctl enable named
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O0C WebOODOOODO

WebODOOODODOODOOODODOOODODOODOOOO

C1 0ODDOoooooo

/var/www/html/O exploitsite 000000000000 QCOO0DOOOOOOCSSOOOOOODOOOOO

[root@rpi2 "]# mkdir /var/www/html/exploit_site/

[root@rpi2 "]# cd /var/www/html/exploit_site/

[root@rpi2 exploit_site]# wget https://maxcdn.bootstrapcdn.com/bootstrap/3.3.6/css/
bootstrap.min.css

OO000O exploitsite 000000000000 28000000000000000000000O

000 2 index.php

<?php
ini_set("display_errors", 0ff);
error_reporting (E_ALL);

require "database.php";
require "ldapserver.php";
$errorMessage;

session_start();

if (isset($_POST["login"]))

{
try {
onLogInClick();
}
catch(Exception $e){
$errorMessage = $e->getMessage();
}
3

// 000000000 DODO0oDOo0o0ooDoODooooao
function onLogInClick()

{
$auth = isldapAuth($_POST["name"],$_POST["pass"]);

if($auth)
{
if (chkGroup($auth, $_POST["name"]))
{
session_regenerate_id(true);
$_SESSION["USERID"] = $_POST["name"];
header ("Location: main.php");
3
else
{
throw new Exception("O O OO OOODODOOO");
3
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else

{
throw new Exception("NameO O 0O PasswordOD OO OO OODOO"™);

}

7>

<!DOCTYPE html>

<html>
<head>
<title>exploit site - 0O 0O 0O O</title>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<!-- Bootstrap -->
<link rel="stylesheet" href="./bootstrap.min.css">
<link rel="stylesheet" href="./main.css" />
</head>
<body>
<div class="contents">
<div id="abstract">
<h2>0 0 0 00O </h2>
<p>WebOD ODODODDODODODODODODODODODDODDODODDODDODODOOO </p>
</div>
<div id="main_content">
<h3>0 0 0O 0O </h3>
<?php if (!empty($errorMessage)) { 7>
<div class="alert alert-danger" role="alert">
<strong style="margin-right: lem;">0 0O O </strong>
<?php echo $errorMessage;?>
</div>
<?php } ?>
<form method="post" action="./index.php">
<div class="form-group">
<label for="input-name">Name</label>
<input required type="text" class="form-control"” id="input-
name" name="name" placeholder="Enter name">
</div>
<div class="form-group">
<label for="input-pass">Password</label>
<input required type="text" class="form-control" id="input-
pass" name="pass" placeholder="Enter password">
</div>
<input type="submit" class="btn btn-default" id="submit-button"
name="1login" value="Sign In">
</form>
</div>
</div>
</body>
</html>
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000 3 ldapserver.php

<?php

$base[’dn’] = ’dc=my-ldap,dc=server’;
$base[’host’] = '192.168.2.3";

$base[’port’] = 389;

$base[’people’] = ’ou=People,’.$base[’dn’];
$base[’group’] = ’ou=Group,’.$base[’dn’];
$base[’admgr’] = ’cn=admin,’.$base[’group’];
$base[’stfgr’] = ’cn=staff,’.S$base[’group’];

function isldapAuth ($name, $pass) {
global S$base;
$1link_id = ldap_connect($base[’host’], $base[’port’]);

if ($link_id) {
$ldapdn = ’uid=’.$name.’,’.$base[’people’];
$attrs = array(’memberof’);
ldap_set_option($link_id, LDAP_OPT_PROTOCOL_VERSION, 3);
ldap_set_option($link_id, LDAP_OPT_REFERRALS, 0);

$bind = ldap_bind($link_id, $1ldapdn, $pass);
if ($bind) {
return $link_id;

3
3
else {

return false;
3

function chkGroup ($link_id, $name) {

global $base;
$filt = ’(& (uid=’.$name.’) (| (memberof=’.$base[’admgr’].’) (memberof=".$%base["

stfgr"].’)))’;

$res = ldap_search($link_id, $base[’people’], $filt);
$info = ldap_get_entries($link_id, $res);
print_r($info);
if ($info[’count’]) {

return $link_id;

}
else {
return false;

}
}
?>

000 4 main.php

<?php

session_start();
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// 00000 0O0Ooo0Ooao
if (lisset($_SESSION["USERID"]))
{
header ("Location: logout.php");
exit;
b

7>

<!DOCTYPE html>

<html>
<head>
<title>exploit site - 0O O O</title>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<!-- Bootstrap -->
<link rel="stylesheet" href="./bootstrap.min.css">
<link rel="stylesheet" href="./main.css" />
</head>
<body>
<div class="contents">
<div id="abstract">
<h2>0 0 0O 0O </h2>
<p>0 000000000 D0OD0OOOO0O0ODOc</p>
</div>
<div id="main_content">
<h3>0 0 0 0O </h3>
<form class="input-group" method="post" action="./search.php">
<label for="input-name">Name</label>
<input required type="text" class="form-control" id="input-name"
name="name" placeholder="Enter name">
<span class="input-group-btn">
<button type="submit" style="margin: 0; margin-top: 25px"
class="btn btn-default" name="search" value="Search">
oo
</button>
</span>
</form>
</div>
<div style="margin: auto; width: 500px; margin-top: 20px;">
<form action="./logout.php" method="GET" style="margin-top:20px;">
<input type="submit" class="btn btn-default" id="submit-button"
value="Sign Out"/>
</form>
</div>
</div>
</body>
</html>
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000 S search.php

<?php
require "database.php";
session_start();

// 00000000000
if (lisset($_SESSION["USERID"]))

{
header("Location: logout.php");
exit;
}
$tbody_str = "";
$result = selectFromUser("name = ’".$_POST["name"]."’");
while ($row = $result->fetch_assoc())
{
$tbody_str .= "<tr>" .td($row["id"]) .td($row["name"]) .td($row["tel"]) ."</tr>";
}

function td($value)

{

return "<td>".$value."</td>";

}

?>

<!DOCTYPE html>

<html >

<head>
<title>exploit site - 00O 0O 0O</title>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<!-- Bootstrap -->
<link rel="stylesheet" href="./bootstrap.min.css">
<link rel="stylesheet" href="./main.css" />

</head>

<body>

<div class="contents">
<div id="abstract">
<h2>0 0 0O 0 </h2>
<p><?php echo $_POST["name"]?> 00O OO0 ODOOUO</p>
</div>

<div id="main_content">
<?php if (empty($tbody_str)) { ?>
<div class="alert alert-danger" role="alert">
gooooooobboooooooo
</div>
<?php } 7>

<table class="table">

<thead>
<tr>
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<th>ID</th>

<th>Name</th>
<th>Telephone</th>
</tr>
</thead>
<tbody>
<?php echo $tbody_str; ?>
</tbody>
</table>
</div>
</div>
</body>
</html>
000 6 database.php
<?php

// DBO OOO

$db[’host’] = "localhost";
$db[’user’] "root";
$db[’pass’] = "";
$db[’dbname’] = "web";

//usage predicate: name = ’hogeo’
function selectFromUser ($predicate)
{
global $db;
$mysqli = new mysqli($db[’host’], $db[’user’], $db[’pass’], $db[’dbname’]);
$result;
if ($predicate == "")
{
$result = selectAll($mysqli);
}
else
{
$result = selectUserWhereName ($mysqli, $predicate);
}
$mysqgli->close();
return S$result;
}

function selectAll ($mysqli)

{
return $mysqli->query("SELECT * FROM user;");

function selectUserWhereName ($mysqli, $predicate)

{
return $mysqli->query("SELECT * FROM user WHERE " .S$predicate .";");
}

7>

000 7 logout.php
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<?php
session_start();

$§_SESSION = array();
@session_destroy();

header ("Location: index.php");
7>

000 8 main.css

.contents {
margin: 20px;

#submit-button {
color: #FF7187;
border-color: #FF7187;
margin-top: 10px;

#abstract {
text-align: center;
margin: auto;
margin-bottom: 40px;

#main_content {
margin: auto;

width: 500px;
padding: 30px;
border-color: #AFAFAF;
border-width: 1px;
border-style: solid;

b

#main_content h3 {
margin-top: 0;
margin-bottom: 20px;

gobooobooooboooooooooooooon

[root@rpi2 "]# chmod 705 /var/www/html/exploit_site/*
[root@rpi2 "]# 1ls -al /var/www/html/exploit_site/
total 148

drwxr-xr-x 2 root root 4096 Jan 1 09:04

drwxr-xr-x 3 root root 4096 Feb 21 2016 ..

-rwx---r-x 1 root root 114011 Feb 21 2016 bootstrap.min.css
-rwx---r-x 1 root root 898 Feb 21 2016 database.php
-rwx---r-x 1 root root 2980 Feb 21 2016 index.php
-rwx---r-x 1 root root 1090 Feb 21 2016 ldapserver.php
-rwx---r-x 1 root root 216 Feb 21 2016 logout.php
-rwx---r-x 1 root root 408 Feb 21 2016 main.css
-rwx---r-x 1 root root 1825 Feb 21 2016 main.php
-rwx---r-x 1 root root 1753 Feb 21 2016 search.php
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C.2 MariaDBO OO

MariaDBO OO OOOOO00O0OO00O000O00O000O00O00O0O00O

[root@rpi2 "]# systemctl start mariadb
[root@rpi2 "]# systemctl enable mariadb

C3 00O00O0O0OOooo

MariaDBO web DO 00000000 O0OWebOOOODOOOOOO0O0O0O0O0O00000O00O000ODOOO

[root@rpi2 "]# mysql -u root
MariaDB [(none)]> CREATE DATABASE web;

MariaDB [(none)]> USE web;

MariaDB [(none)]> CREATE TABLE ‘user‘ (
‘id‘ int(11) NOT NULL AUTO_INCREMENT,
‘name * varchar (45) NOT NULL,
‘tel‘ varchar (45) NOT NULL,
‘pass‘ varchar (45) NOT NULL,
PRIMARY KEY (‘id*“),
UNIQUE KEY ‘id_UNIQUE*‘ (‘id*‘),
UNIQUE KEY ‘name_UNIQUE®‘ (‘name ‘)
) ENGINE=InnoDB AUTO_INCREMENT=6 DEFAULT CHARSET=latinl;

MariaDB [(none)]> INSERT INTO f‘user‘ VALUES
(1, ’hogeo’,’1001°, ’hoge’),
(2,’pugeo’, ’1012°,’puge’),
(3,’taro’,’1008’, taro’),
(4, fooko’,’1003’,’ foo’),
(5, barko’, ’1005’, ’bar’);

MariaDB [(none)]> exit

C4 0O0O0ODOOODOOOODO

oooooooo0oooo0o0oooOhpOOO0DOOOOODOOOODODOO

[root@rpi2 "]# firewall-cmd --list-all
public (default, active)

interfaces: eth®

sources:

services: dhcpv6-client http https ssh

ports:

masquerade: no

forward-ports:

icmp-blocks:

rich rules:
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C5 NICODOO

nmtui 00000 000 O NetworkManager 0 0 O O 0O OEdit a connection D 0O 00000 NICOOUODO
200000000000000NetworkManager 000000000000 0O0OO

Profile name [
Device

- ETHERMET

+ [Pv4 CONFIGURATION
Addresses

Gateway
ONS servers

Search domains

Rout ing (No custom routes) <Edit...>
[ 1 Never use this network for default route

| [X] Reauire IPv4 addressing for this connection
¥

- IPv6 COMFIGURATION <Ignore>

[X] Automatical ly connect
[X] Available to all users

<Cancel> <0K>

012 NICOODO

C.6 Apache OO

Apache 0O DOODOOODOOOOOOOOOOCOOOCOOOODOOO

[root@rpi2 "]# systemctl start httpd
[root@rpi2 "]# systemctl enable httpd

29



00D 000000000000

gobooooboobooobooboobboboboobo

D.1  Snort

D11 0O0O0O00OOO0OOOOOOO

Snort 00D DOP0000000000Registerdrules 0000000000000 0000000O0OOO
OOOORegisterdrules 10 000000000000 O0O0OOCSnort 00000000000 ODOOOOOOO
goboooboogn

D12 0DOOOOOOOOO
0000000000000000 snortrules-snapshot-2972.tar.gz OO0 00000000 OCOCOO

[root@rpi2 "]# mkdir /etc/snort

[root@rpi2 “]# cd /etc/snort/

[root@rpi2 snort]# tar zxvf " /snortrules-snapshot-2972.tar.gz
[root@rpi2 snort]# cp ./etc/*

[root@rpi2 snort]# cp “/snort-2.9.8.0/etc/*

D13 DOODOOOODODOOODOOOO

[root@rpi2 “]# mkdir /usr/local/lib/snort_dynamicrules
[root@rpi2 “]# cp /etc/snort/so_rules/precompiled/RHEL-6-0/i386/2.9.7.6/% /usr/local/
lib/snort_dynamicrules/

D14 0ODODO0OOOOODOO
HTTPOOOODOOODOOOODO OO /ete/snort/rules/local.rules D O O 0O O O

[root@rpi2 "]# vi /etc/snort/rules/local.rules

ooo

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS 80 (msg:"HTTP/80 Rule"; sid:1000021; rev
115D

O0000000QalertCO00drop0 00000000 Snort 00 000000D0OCO0OODOOODOOOOOO

D15 00000000000 ODOOODODODODODODOOOOOOOOO

[root@rpi2 “]# touch /etc/snort/rules/white_list.rules /etc/snort/rules/black_list.
rules

D.1.6 SnortO OO
Jetc/snort/snort.conf 00 OO0 OO0 00000

D https://www.snort.org/
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[root@rpi2 “]# vi /etc/snort/snort.conf
#ipvar HOME_NET any
ipvar HOME_NET [192.168.2.253/32, 192.168.2.0/26]

#ipvar EXTERNAL_NET any
ipvar EXTERNAL_NET !$HOME_NET

oo

#var RULE_PATH ../rules

#var SO_RULE_PATH ../so_rules

#var PREPROC_RULE_PATH ../preproc_rules

var RULE_PATH /etc/snort/rules

var SO_RULE_PATH /etc/snort/so_rules

var PREPROC_RULE_PATH /etc/snort/preproc_rules

ooao

#var WHITE_LIST_PATH ../rules
#var BLACK_LIST_PATH ../rules
var WHITE_LIST_PATH /etc/snort/rules
var BLACK_LIST_PATH /etc/snort/rules

ooaog

config daq: nfq

config daq_dir: /usr/local/lib/daq
config dag_mode: inline

#config daq_var: <type >

config policy_mode: inline

ooao

#dynamicdetection directory /usr/local/snort/lib/snort_dynamicrules

D17 0O0O0OOOOOOOOOO

[root@rpi2 “]# groupadd -g 511 snort

[root@rpi2 “]# useradd snort -u 511 -d /var/log/snort -s /sbin/nologin -c ’Snort User’
-g snort

[root@rpi2 “]# chown -R snort.snort /etc/snort

[root@rpi2 “]# chown -R snort.snort /var/log/snort

D18 OO0OOOOOODOO

[root@rpi2 “]# cd /usr/local/lib/

[root@rpi2 lib]# chown -R snort.snort snort* pkgconfig
[root@rpi2 lib]# chmod -R 700 snort* pkgconfig

[root@rpi2 lib]# cd /usr/local/bin/

[root@rpi2 bin]# chown snort.snort dag-modules-config u2*
[root@rpi2 bin]# chmod 700 dag-modules-config u2*
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D.1.9 SnortO QOO
Snort 00O OO0OOOO

[root@rpi2 “]# snort -Q --daq nfq --dagq-var queue=2 -c /etc/snort/snort.conf -1 /var/
log/snort -A fast

ooao

Commencing packet processing (pid=15635)

Decoding Raw IP4

Decoding Raw IPA OO0 O OO0OCOO0COOSnort 000000000 OCO0OCSnort 0000 ODOOODOCtl+C
0000000000000 000000000000000Snort 000000000-DO0O0O0DO0OO0ODOO
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D2 DODOODOODO

D.21 NICOOO
USB-LANOOOOOOOOODOOCOOOOOnmtui 00000 0OOOONetworkManager O 0O 0 O O O Edit
aconnection 00 0O0O0OethOO ethl OOOOO 1300 140000000

Profile name
Device

- ETHERNET
+ IPv4 CONFIGURATION <Manua|>

Search domains <Add...>

Routing (No custom routes) <Edit...>
[¥] Never use this network for default route

| [¥] Require IPv4 addressing for this connection
¥

- IPv6 CONFIGURATION <Ienore>

[X] Automatically connect
[X] Available to all users

013 ethOOODO

Profile name i
Device S

- ETHERNET
Jlr [Pv4 CONFIGURATION

Addresses |

Gateway
ONS servers [EEB
<Add...
Search domains <Add...>

Routing (No custom routes) <Edit...>
[ ] Never use this network for default route

[¥] Require IPv4 addressing for this connection
¥

- IPv6 CONFIGURATION <Ienore>

[X] Automatically connect
[X] Available to all users

<Cancel> <0K>

014 ethlOODO
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gobooooooooo

[root@rpi2
[root@rpi2
GENERAL.
GENERAL.
GENERAL.
GENERAL.
GENERAL.
GENERAL.
GENERAL.

ActiveConnection/0

DEVICE:
TYPE:
HWADDR:
MTU:

STATE:
CONNECTION:
CON-PATH:

WIRED -PROPERTIES.CARRIER:

IP4.
IP4.
IP4.
IPG6.
IP6.

[root@rpi2
GENERAL.
GENERAL.
GENERAL.
GENERAL.
GENERAL.
GENERAL.
GENERAL.

ActiveConnection/1

ADDRESS[1]:
GATEWAY :
DNS[1]:
ADDRESS[1]:
GATEWAY :

DEVICE:
TYPE:
HWADDR:
MTU:

STATE:
CONNECTION:
CON-PATH:

WIRED-PROPERTIES.CARRIER:

IP4.
IP4.
IP4.
IPG6.
IPG6.

ADDRESS[1]:
GATEWAY :
DNS[1]:
ADDRESS[1]:
GATEWAY :

“]# nmcli device show eth®

"]# nmcli device show ethl

"]# systemctl restart NetworkManager

eth®

ethernet

B8:27:EB:65:72:79

1500

100 (connected)

eth®
/org/freedesktop/NetworkManager/

on
192.168.2.1/26

192.168.2.2
fe80::ba27:ebff:£fe65:7279/64

ethl

ethernet

00:22:CF:F9:2B:7E

1500

100 (connected)

ethl
/org/freedesktop/NetworkManager/

on

192.168.2.253/26
192.168.2.254

192.168.2.2
fe80::222:cfff:fef9:2b7e/64

D22 0OO00O0OOOOODO
NICOOOOOOOoOoooooooooooooooooooooooooooooooooooooooo

oono

[root@rpi2 “]# netstat -rn

Kernel IP routing table

Destination Gateway Genmask Flags MSS Window irtt Iface
0.0.0.0 192.168.2.254 0.0.0.0 UG 00 0 ethl

192.168.2.0 0.0.0.0 255.255.255.192 U 00 0 etho®

192.168.2.0 0.0.0.0 255.255.255.192 U 00 0 etho®

192.168.2.192 0.0.0.0 255.255.255.192 U 00 0 ethl

192.168.2.192 0.0.0.0 255.255.255.192 U 00 0 ethl

goboooboooooooooon

e 192.168.2.026 00 IPODOODOO ethO0OOOODOODODOODO
e 192.168.2.19226 00 IPOOOOO0 eth1 DOOOODDOOOODO
e OO0ODDODODOODOOOOCODOIPOODODODOD eth1 00000 192.168.2225400000
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D3 ODOOOOOODOO

D.3.1 OOOO0OO
external 000 dmzOOOOOOOOOO0OO

gooooooboog

[root@rpi2 “]# firewall-cmd --change-interface=ethl --zone=external --permanent
[root@rpi2 “]# firewall-cmd --change-interface=eth® --zone=dmz --permanent
goooboooao

[root@rpi2 “]# firewall-cmd --add-service=http --zone=external --permanent
[root@rpi2 “]# firewall-cmd --add-service=http --zone=dmz --permanent
[root@rpi2 "]# firewall-cmd --add-service=dns --zone=external --permanent
[root@rpi2 "]# firewall-cmd --add-service=dns --zone=dmz --permanent
IPO0OOODOODOODOAO

[root@rpi2 "]# firewall-cmd --add-masquerade --zone=dmz --permanent

D32 OOOOOOODODO
HTTPOOOOOO Snort 00 00000000000000O0000O0

[root@rpi2 "]# firewall-cmd --direct --add-rule ipv4 nat PREROUTING 0O -i ethl -d
192.168.2.253 -p tcp --dport 80 -j DNAT --to 192.168.2.4:80 --permanent

[root@rpi2 "]# firewall-cmd --direct --add-rule ipv4 filter FORWARD ® -p tcp --dport
80 -j NFQUEUE --queue-num 2 --permanent

D33 OOOOO
firewald 0D 0O OO00O0O0O00O0OOO0ODOO

[root@rpi2 “]# firewall-cmd --reload

gobooooooooboooobooooood

[root@rpi2 “]# firewall-cmd --list-all --zone=external
external (active)

interfaces: ethl

sources:

services: dns http ssh

ports:

masquerade: yes

forward-ports:

icmp-blocks:

rich rules:

[root@rpi2 "]# firewall-cmd --list-all --zone=dmz
dmz (active)

interfaces: eth®

sources:

services: dns http ssh

ports:

masquerade: yes

forward-ports:

icmp-blocks:
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rich rules:

[root@rpi2 "]# firewall-cmd --direct --get-all-rules

ipv4 nat PREROUTING O -i ethl -d 192.168.2.253 -p tcp --dport 80 -j DNAT --to
192.168.2.4:80

ipv4 filter FORWARD ® -p tcp --dport 80 -j NFQUEUE --queue-num 2
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OOE OOODOO

0000000000000 0000000000000 oooooooooooooooon
0000 TeraTerm Version4.79 0 0000000000 Windows 10 Pro (OS O OO 10586.104) 0000000
Oo0ooooooooooooo

g ooobobbbbbobboboddooooogo

E1 OO

0000000000000 000O0O0 CONSOLEDOOODODoOoOooOo uSBOOODOOOODOOTera
Term OO0 O00MOOOOOOODOOOODODOOODOOODOO (O 150

TCR/IP myhostexample.com
EAR0)
Telnet
55H 55H2
Tt

22

UNSPEC

& ) FILE) H—HR): \com: BISH—t (Com)

| ok | ErveL] LFe)

015 TeraTerm OO OO0 O0DO0OO0O0O0O0DOOO

00000000000CGiscolOSOO000OO0OOODOOOOOOOOOOOOOOOOOODOOODODODOOO
oooooooooooon

Router> enable
Router# configure terminal
Router (config)#

E2 IPOOODOOOO

000000000 FastEthernetO O 192.168.0.2/24 000000000 0O O FastEthernetl O 192.168.2.254/26
ogooooo

Router(config)# interface FastEthernet®

Router(config-if)# ip address 192.168.0.2 255.255.255.0
Router(config-if)# no shutdown

Router(config-if)# interface FastEthernetl
Router(config-if)# ip address 192.168.2.254 255.255.255.192
Router(config-if)# no shutdown

Router (config-if)# exit
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E3 ODOO0OODOOOO

00000000 192168202600 0000000000000000 192.168.2253000000

Router (config)# ip route 192.168.2.0 255.255.255.192 192.168.2.253
Router (config)# exit

E4 0ODOOOO

show running-config 0 0 00 000OO0OOCOCOOOOOOOO

Router# show running-config

ooao

interface FastEthernet®
ip address 192.168.0.2 255.255.255.0

interface FastEthernetl
ip address 192.168.2.254 255.255.255.192

gogao

ip route 192.168.2.0 255.255.255.192 192.168.2.253

ES DODOODOODOODOODOO

gobooooooooboooobooooooooooo

Router# copy running-config startup-config
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